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1
Decision/action requested

It is proposed to approve this contribution to add security procedures for SEAL interface in TS 33.434.
2
References

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.434: “Service Enabler Architecture Layer for Verticals (SEAL); Functional architecture and information flows”.

3
Rationale

This proposal is to resolve the following Editor’s Note in clause 6.1
Editor’s note: Additional reference points and terminology (e.g. procedures and message names) need to align with stage-2 specification.
4
Detailed proposal

*****Start of Change*****
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*****Next Change*****
6.1       Security for the SEAL interfaces



6.1.1       SEAL-X1 

As defined in TS 23.434 [2], the SEAL-X1 reference point, exists between the key management server and the group management server. and uses HTTPas defined in 3GPP TS 23.434 [2] for the transport and routing of security related information to the group management server. The SEAL-X1 shall be protected using HTTP over TLS as defined in [3], [4] and [5]. The profile for TLS implementation and usage shall follow the provisions given in 3GPP TS 33.310 [6], annex E.
6.1.2       SEAL-X2
The SEAL-X2 reference point enables the group management server to interact with the location management server as defined in 3GPP TS 23.434 [2]. The SEAL-X2 shall be protected using HTTP over TLS as defined in [3], [4] and [5]. The profile for TLS implementation and usage shall follow the provisions given in 3GPP TS 33.310 [6], annex E.
6.1.3       IM-UU

IM-UU reference point is used between the identity management client and the identity management server. The IM-UU between the Identity Management client and the Identity management server shall be protected using HTTP over TLS as defined in [3], [4] and [5]. The profile for TLS implementation and usage shall follow the provisions given in 3GPP TS 33.310 [6], annex E.
6.1.4       KM-UU and KM-S

The KM-UU and the KM-S are direct HTTP connections between the Key Management Server and Key Management Client and shall be protected using HTTP over TLS as defined in [3], [4] and [5]. The profile for TLS implementation and usage shall follow the provisions given in 3GPP TS 33.310 [6], annex E.
6.1.5       SEAL-UU

A SEAL client interacts with a SEAL server over the generic SEAL-UU reference point as defined in 3GPP TS 23.434 [2]. The protection of this interface shall be supported according to NDS/IP as specified in TS 33.210 [aa]. 

6.1.6       VAL-UU

The VAL client interacts with VAL server over VAL-UU reference point as defined in 3GPP TS 23.434 [2]. The protection of this interface shall be supported according to NDS/IP as specified in TS 33.210 [aa].
6.1.7       SEAL-C

The VAL client interacts with a SEAL client over the SEAL-C reference point as defined in 3GPP TS 23.434 [2]. This reference point resides fully within the UE and therefore, security of this interface is left to the manufacturer and is out of scope for this document.
6.1.8       SEAL-S

The VAL server interacts with SEAL server over SEAL-S reference point as defined in 3GPP TS 23.434 [2]. The protection of this interface shall be supported according to NDS/IP as specified in TS 33.210 [aa].
6.1.9       SEAL-E

A SEAL server interacts with another SEAL server over SEAL-E reference point as defined in 3GPP TS 23.434 [2]. The protection of this interface shall be supported according to NDS/IP as specified in TS 33.210 [aa].
 ***** End of Change*****
